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It’s not about sci-fi



It’s about current and 

foreseeable uses of AI 

across the scope of 

defence operations
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AI for Defence – Possible Uses

• AI for system’s 

response

• AI for offensive 

cyber

• AI to design 

malware

• AI for back-office 

operations

• AI for logistics and 

operational planning

• AI for intelligence

Sustainment and 

support uses

Adversarial and 

non-kinetic uses

Adversarial and 

kinetic uses

• Lethal Autonomous 

Weapon Systems

• AI for tactical 

decision 

• AI for military 

personnel in combat

Taddeo et al. Philosophy & Technology, 2020



AI for Defence – Ethical Challenges

• Risks of escalation

• Lack of control

• JWT: pre-emption 

vs prevention

• JWT: 

proportionality

• Levels of trust

• Accountability gap

• Lack of robustness

• Lack of transparency

• Breaches of human 

rights

Sustainment and 

support uses

Adversarial and 

non-kinetic uses

Adversarial and 

kinetic uses

• Moral responsibility gap

• Human dignity

• JWT: distinction and 

necessity
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Ethics is conceptual analysis to identify a 

strategy for risks and opportunities 



Ethics is conceptual analysis to identify a 

strategy for risks and opportunities



War data are sensitive and precious, key to foster 

defence innovation

Who should own and access them?



Digital ethics is developed along three axes

X: Ethics of 

Data

•Privacy

• re-identification

• group privacy

•Trust in whom?

•Transparency of 

what?

Y: Ethics of 

Algorithms

•Responsibility/acco

untability 

•Ethical design of 

requirements

•Ethical auditing of 

algorithms

Z: Ethics of 

Practices

•Deontoligical code

•Consent

•Secondary use
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Challenges as Risks
Ethical risks of AI

Yan, Floridi, Taddeo et. Al., Science Robotics, 2018



Fjeld et al. 2020 



AI ethics principles  in defence

US

i. Responsible

ii. Equitable

iii. Traceable

iv. Reliable

v. Governable

NATO

i. Lawfulness

ii. Responsibility & 

Accountability

iii. Explainability & 

Transparency

iv. Reliability

v. Equity

vi. Human centricity

UK

i. Human centricity

ii. Responsibility

iii. Understanding

iv. Bias and harm 

mitigation

v. Reliability



War is a coercive behaviour delivered through 

force/disruption



The principles need to focus on AI to deliver coercive

behaviour
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“We shape our buildings 

and afterwards our 

buildings shape us”



Mariarosaria Taddeo  

Oxford Internet Institute, University of Oxford 
Dstl Ethics Fellow, Alan Turing Institute, London

@RosariaTaddeo

Thank you
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